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NHOOPMAIINOHHASA NAMATKA JUISA OBYYAIOIIUXCSA
JJIA PASMEINEHUSA HA O©OUIIUAJIBHBIX HHTEPHET -
PECYPCAX

C KaXIbIM T'0JIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHLCS OOJIbINE, a MTKOJILHUKH OJTHH
M3 CaMbIX aKTUMBHBIX IOJb30Bareseid Pynera. Mexy TeM, HOMUMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET M MPOOJIeMbl. JTa MaMATKa JOJKHA TOMOYb TeOe Oe30macHo
HaXOJUTKLCS B CETH.

KoMmnbroTepHblie BUPYChI

KoMnbroTepHslii BHPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IIPOTPaAMM,

OTJINYHUTEIBHON 0COOCHHOCTBIO KOTOpOﬁ SIBJIIETCS CITOCOOHOCTH K Pa3MHOXKCHHUIO.
B nonosnHenue k 3ToMy, BUPYChl MOT'YT NOBPEIUTH MJIM MOJIHOCTbIO YHUUTOXKUTH BCE (ailiibl
W JlaHHbIe, TIOJKOHTPOJIbHBIE II0Jb30BATENI0, OT MMEHHM KOTOpOro Obula 3amylieHa
3apakeHHas NpOrpaMmMa, a TakXKe MOBPEAUTh WM JaXKe YHUUYTOXKHUTh ONEPALMOHHYIO
cucTeMy co BceMu (paiinaMu B 1iesIoM. B GOJIBIIMHCTBE CllydaeB paclpoCTPaHSAIOTCS BUPYCHI
yepe3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPAlMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHb
3aILUTHI OT BPEJOHOCHBIX IIPOrPAMM:
2. [TocrosiHHO ycTaHaBnMBail mautu (LU(pOBBIE 3aIlJIaTKH, KOTOPbIE aBTOMAaTHUYECKU

YCTaHABIUBAIOTCA C IENbI0 JTOpaOOTKU TpOrpamMMbl) U JApyrue OOHOBIEHHUS CBOEH
omnepannoHHoN cucteMbl. CKaunMBail UX TOJIBKO ¢ oUIMaIbHOTO caiita pazpaborunka OC.
Ecnu cymecTByeT pekuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE TIO] TPaBaMH MOJIH30BATEI, @ HE aIMUHICTPATOPA.
DTO0 HE MO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCSA HA TBOEM
MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE IPOTPaMMHBIE IIPOAYKTHI U3BECTHBIX IPOU3BOAUTENEH, €
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpannub GpU3NUECKUI TOCTYI K KOMIBIOTEPY /1Sl IOCTOPOHHUX JIUII;

6. Hcnonp3yit BHEUTHHE HOCUTENN UHPOPMAIINK, TaKHe Kak ¢uienika, JUCK WiK ¢aii u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He otkppiBaii KoMmbIOTEpHbIE (hailibl, MONTYYEHHbIE W3 HEHAJEKHBIX MCTOYHHUKOB.

Jaxe Te ¢aiinpl, KOTOpble MpUCIai TBOM 3HAKOMBIN. Jlyullle yrouyHM y HEro, OTHpPaBIIsUI JIK
OH Te0e HX.

Cerun WI-FI

Wi-Fi - 5To He Buj mepenaun JaHHBIX, HE TEXHOJOTHS, a BCEro JHIIb OPEH]], MapKa.
Eme B 1991 rony Huaepmianjckas KomiaHus 3apeructpupoBaiia Openn "WECA", uro
obo3nauano cinoBocoderanue "Wireless Fidelity", koropsrit mepeBomutcs kak "OGecnpoBoaHas
TOYHOCTB'".
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Jlo Hamero BpeMeHHM JomuIa Jpyras abOpeBuaTypa, KOTOpas SIBISIETCS TakoW e
TexHosorueii. O1o abbpemarypa "WIi-Fi'. Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha
CTaH/apT BBICIICH 3BYKOBO# TexHHKH Hi-Fi, 4To B mepeBoie 03HauaeTr "BbICOKast TOYHOCTS".

Ja, OecrutaTHbII HHTEPHET-IOCTYH B Kade, OTeNSIX U adponopTax sIBISIETCS OTIIMYHON
BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTME 3KCIEpThl CUMTAIOT, YTO OOIIEJOCTYITHBIC
Wi-Fi cetu He SBISIOTCS 0€30MaCHBIMH.

CoBeTbl 110 0€30MacCHOCTH PadoThHI B 001Ien0cTynHbIX ceTsax Wi-fi:

1. He mepenmaBaii cBoro nuyHyro uHbopMmanuio uepe3 obmenocrymubie Wi-Fi ceTw.
Pabotast B HuX, )KeJaTe’abHO HE BBOAUTH IMAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMEPa;

2. Hcnone3yit 1 0OOHOBIISI aHTUBUPYCHBIE MPOTrpaMMbl U Opanamayep. TeM caMbIM Thl
oOe3omacub celst 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢yakuuo "OOmmii goctynm k (daitmam u
npuHtepam". JlanHasg QyHKUMS 3aKpbITa IO YMOJIYAHUIO, OJJHAKO HEKOTOPBIE IOJIb30BATEIN
aKTUBUPYIOT €€ AJisl y100CTBa UCIIONIB30BaHus B padoTe WK yueoe;

4. He ucnone3yit nyonumunbsii WI-FI nns nepenaum nuuHBIX AaHHBIX, HapUMep UIs
BBIXOJIa B COIIMANIbHBIE CETH WM B JIEKTPOHHYIO MIOUTY;

o. Hcnone3yit Tonbko 3amumieHHoe coenauaenne depe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoau umeHHo "https://*;

6. B wmoOunbHOM Tenedpone orkimoun  ¢ynkimio  "[loakmouenne k- WI-Fi
aBromaruuecku". He momyckaii aBTOMaTHYECKOTO MOIKIIOUCHUS yeTpoiicTBa K cetsim Wi-Fi
0€e3 TBOETro coriacusi.

CounmnajabHbIe CeTH

ConupanbHple CETH aKTHBHO BXOMSAT B HAIy XH3Hb, MHOTHE JIIOJM PabOTAIOT U KHMBYT Tam
MOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBaH MHJUTHAP]] YCITOBEK, YTO SBJSIETCS OJIHOM
CeIbMO# BceX KHTelNel MTaHeTbl. MHOTHE MOJh30BaTe M HE MOHUMAIOT, YTO WH(opMarus,
pasMCIICHHAaA UMW B CONUAJIBHBIX CE€TAX, MOXKET OBITH HaﬁﬂeHa " HUCII0JIb30BaHa KEM YIroJHO,
B TOM YHCJIe He 0053aTeIbHO ¢ OJJariMi HAMEPEHUSMHU.

Ocnosnvie cosemvl no 6e30nacHocmu 6 COYUAIbHbLX cemix.

1. Orpanuyb crnucok Apy3eil. Y TeOst B JOpYy3bsX HE JOJDKHO OBITh CIYYailHBIX W
HE3HAKOMBIX JIFOJICH;
2. 3amuinaii CBOK YacTHYIO >KM3Hb. He ykaswiBail maponu, TenedoHbI, aapeca, AaTy

TBOETO POXKJICHUS U APYTYIO JHYHYIO0 HHPOPMANHIO. 37I0YMBIIIICHHUKA MOTYT UCIIOJIb30BaTh
Jake MH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTENH INIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiai CBOI PEnmyTaIuio - JIEPKHU €€ B YUCTOTE M 3a/1aBail ceOe BOMPOC: XOTe Obl
ThI, YTOOBI APYTHE MOJIb30BATENN BUAEIH, YTO ThI 3arpyxaemib? [logymaii, mpexae yem uro-
TO OMYOJIMKOBATh, HAIUCATh U 3aTPy3HTh;

4. Ecnu Tl TOBOpHUIIB C JIIOBMH, KOTOPBIX HE 3HAEllb, HE MCIIONB3YH CBOE pealbHOe
UM B IPYTYIO JTUYHYIO0 HH(OPMAIIMH: UM, MECTO JKUTEIIbCTBA, MECTO YIeOBI U TIpoUee;

S. N36eraii pazmemenus potorpaduii B IuTepHere, rae Thl H300paXkeH Ha MECTHOCTH,
0 KOTOPOH MOYKHO ONPEAETUTh TBOE MECTOTIOIOKEHNE;

6. [Tpu perucTpanyu B COUUANBHOM CETH HEOOXOAUMO HCIIOIBb30BaTh CIOKHBIE MAPOJIH,
cocrosye u3 OyKB v U(P U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;
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1. Jlis conmanbHON CeTH, TIOYTHI M JPYTUX CAaiiTOB HEOOXOIMMO MCIOJIb30BaTh Pa3HBIE
naposu. Torma ecnu TeOs B3JIOMArOT, TO 3JOYMBIIIJIEHHUKH IOMy4yaT IOCTYN TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBIE J€HbIH

DNEeKTPOHHBIE JEHBIHM - 3TO OYEHb YAOOHBIM CIOCOO MaTexei, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIU.

ONEKTPOHHBIE JEHBIU IOSBWINCH COBCEM HEAABHO M MMEHHO M3-32 3TOIO0 BO MHOTHX
rocyJjapcTBax /10 CUX I0p He IPOIHUCAHO NP0 HUX B 3aKOHAX.

B Poccun e oHu GyHKIMOHUPYIOT M O HUX YK€ MIPOMHMCAHO B 3aKOHE, TJIE UX Pa3/AeisioT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHBbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peniaeTcsi MpOBOJUTH omepanuu 0e3 WACHTH(PHKAIWK TOJh30BATENs, a B
HEaHOHUMHBIX IEHTH(PUKALNS 0JIb30BATENS ABISAETCA 0053aTEIbHOM.

Taxxe cneayeT pas3nuyarh 3JIEKTPOHHbIE (UATHBIE [EHBI'M (PaBHBI T'OCYIApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHbIU (HE paBHBI TOCYJApPCTBEHHBIM BATIOTAM).

OcnoeHble cogembl no 6€30nacHoll pa60me C JIEKMPOHHbIMU OeHbeamu:

1. [TpuBsku kK cueTy MOOWIBHBIA TenedoH. ITO camblii YAOOHBIM M OBICTPBIN CIIOCOO
BOCCTaHOBUTBH JIOCTYNl K cueTy. [IpuBsi3aHHBIN TenedoH MMOMOXKET, €cliu 3a0yJellb CBON
TUTATEKHBIA MApOoJIb WIN 3ai/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonp3yit onHopas3oBeie naposi. [lociie mepexojia Ha YCHUJIEHHYHO aBTOPHU3ALUIO
TeOe yxe He Oy/eT yrpokaTh OAaCHOCTb KPayku MJIH MepexBaTa IUIaTeXHOTO MMapois;
3. Boibepu cnoxubiii nmaposnb. [IpectynHukam OyzaeT He MpOCTO yraaarh CIOXKHBIN

napoib. HanexHple mapoiau - 3TO maposid, KOTOPBIE COAEpKAT HE MEHEEe 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTpOYHBbIE M MPONUCHBIE OYKBbI, HU(PBHl U HECKOJIBKO CHUMBOJIOB, TaAKHE
KaK 3HaK Jjojuiapa, pyHTa, BOCKJINLATEeNbHbIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOAM cBOM IMYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIlb.

JJIeKTPOHHAA MOYTa

OJNEKTPOHHAs [I0YTa - 3TO TEXHOJIOTHS U MIPENOCTABIIIEMBIE €10 YCIYTHU IO MEPECHIIKE
U TIOJYYEHHIO AJIEKTPOHHBIX COOOIEHUH, KOTOPBIE pAaCIPEIEISIFOTCS B KOMIIBIOTEPHOM CETH.
OOBbIYHO ~ JIEKTPOHHBIA  MOYTOBBIM  SIIMK  BBIVIIAUT — CIEAYIOIIMM  oOpa3oM:
UMs_TIOJb30BaTeNA(@uMs_JoMeHa. Takke Kpome MepeAadyd MpOCTOro TEKCTa, HMEeTcs
BO3MOKHOCTb TepeiaBaTh (pauibl.

OcHosHble cogembl N0 He30nAcHOL pabome ¢ IeKMPOHHOU NOYMOU:

1. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO Jy4Ille TOBEPATh TEM, KOTO 3HAEIIb 1 KTO MEePBbIi
B PEUTHUHTE;

2. He yka3biBaii B nmu4HOM nourte JnyHyro uHbopMmanuio. Hanpumep, nydmie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@'" nimu "pok2013" BMecTo "Temal3";

3. Hcnonb3yil ABYX3TalHYIO aBTOPU3aLUI0. JTO KOra MIOMUMO MapoJis HY)KHO BBOJIUTH
KOJI, MpUchiIaeMblid 1o SMS;

4, Bri6epu ciioxHBIM mapoiab. JJIs KaXaoro MOYTOBOTO SIIHMKA JOKEH OBITh CBOM
HAJICKHBIM, YCTOMUMBBIN K B3JIOMY 1apOJIb;
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o. Ecnu ecTb BO3MOYKHOCTH HallMCaTh CAMOMY CBOW JIMYHBIM BOIPOC, UCIOJIB3YH 3TY
BO3MO>KHOCTB;
6. Hcnonb3yil HECKOJIBKO IIOYTOBBIX SINUKOB. [IepBbIli 11 4aCTHOM IIEPENHUCKH C

azipecaTaMy, KOTOPbIM Thl JOBEpsielllb. DTO IEKTPOHHBIN aapec He HAJ0 MCIOJIb30BaTh IIpU
peructpanuu Ha popymax u caiTax;

7. He otkpsiBaii ¢aiinbl 1 apyrue BIOXKEHHS B MUChbMaX, JAaXKe €CIM OHU MPUILIU OT
TBOMX Jpy3el. JIydie yTouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (DalibL;
8. [Tocne oxonHwyanus paOOTHl Ha MOYTOBOM CEpPBHCE IEpe] 3aKpPhITUEM BKJIAAKH C

caiiToM He 3a0yab HaXkaTh Ha "Beriitu".
Ku6epOysimHr Wiin BUPTYyaibHOE U3/1€BATEIbCTBO

KubepOymmuar - mpeciienoBaHne COOOIICHUSMH, COJCPKALIMMH OCKOpOJICHHS,
arpeccHio, 3allyTMBaHWE, XYJIUTAHCTBO, COLMAIBHOE OOWKOTUPOBAHHUE C ITOMOIIBIO
PAa3JIMIHBIX UHTCPHCT-CCPBHUCOB.
OcHogHnble cogembl no OHopbbe ¢ KUbepOYIIUHOM:
1. He 6pocaiics B 60ii. Jlyumuii cmoco6: mocoBeToBaTbesi Kak ce0si BECTH U, €CITH HET

TOr0, K KOMY MOXXHO OOpaTUThCS, TO BHayale yCHOKOUTHCSA. EcCiuM Thl HayHEIIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elie OOJbIe pa30kKelb KOH(IHKT;

2. VYnpaBisii cBoei kubeppernyramnmeii;

3. AHOHUMHOCTh B ceTM MHHUMas. CyllecTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuii o0pa3 BUpTyalnbHOM *u3HU. IHTEpHET QUKCUpPYET Bce
TBOM JICUCTBUS M COXPAHAET UX. Y AaJIUTh UX Oy/AeT KpaiHe 3aTpyIHUTEIbHO;

5. Co0umro1alt CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Wrnopupyit enuHUYHbIN HeraTus. O1HOPa30Bble OCKOPOUTEIbHBIE COOOIEHHS JTydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATBbHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHbBIX aJIPECOB;

8. Ecnmu T1e1 cBugerens kuOepOymnuHra. TBoW JeMcTBUSA: BBICTYNUTh IPOTUB

mnmpeciacaoBarcisd, 1mokKka3atb €My, 4TO €ro JICHCTBHS OIICHHUBAIOTCS HETraTUBHO, NOAACPKATH
JKCPTBY, KOTOpOI>'I HY)XHa TICUXOJIOTUYCCKasA IIOMOIIb, C006I_I_[I/ITL B3pOCJIBIM O (I)aKTe
arp€CCUBHOTO IMMOBCACHHA B CCTH.

MooOuibHbIN Tes1edoH

CoBpemeHHbIE CMapT(OHBI ¥ TUIAHIIETHI COJEPKAaT B ceOe BIIOJIHE B3POCIBIH
(yHKIIMOHAN, W TEIepbh OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMH KOMIBIOTEPAMH.
OpnHako, CpelncTB 3alIUThI ISl TOJOOHBIX YCTPOMCTB MOKAa OYEHb Mallo, TecTUpOBaHUE U
MOWCK YA3BHUMOCTEH B HMX IMPOMCXOJMT HE TaK MHTEHCUBHO, Kak s [IK, To xe camoe
KacaeTcsi U MOOMIIbHBIX MTPUIIOKECHUN.

CoBpeMeHHBIE MOOWIIBHBIC Opay3epbl YK€ MPaKTUYeCKH JIOTHAIM HAaCTOJHHBIC
aHaJIOTH, OJHAKO pacHiupeHue (yHKIMOHANa BIeYeT 3a COOON OOMNBINYI0 CIOKHOCTh U
MEHBIITYIO 3alIUIIEHHOCTb.

Jlaneko He Bce TPOU3BOAUTENN  BBHIMYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YSI3BUMOCTH JIJIs CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:
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Huyero He siBisieTcss mo-HacTosmeMy OecriaTHbIM. ByJas OCTOpOXKEH, Beab Koraa
TeOe mpemIaraloT OeCIUIaTHBI KOHTEHT, ] HEM MOTYT OBITh CKPBITHI KaKHUE-TO IUIATHBIC
yCIyTH;

Hymaii, npexzae yem otnpaButh SMS, dorto wim Buaeo. Tel TOUHO 3HACHIB, TJIE OHH
OyAyT B KOHEUHOM UTOTE?

Heo0xo1umMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOUITLHBIX TeNIe()OHOB;

He 3arpyxail npuiioxeHus OT HEU3BECTHOI'O UCTOYHUKA, BEb OHU MOTYT COJEpPkKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecTeYeHue;

[Tocne Toro xak ThI BBIMJENIb C caifTa, I/ie BBOAWI JIMYHYIO MH(OpMAIHIO, 3ali11 B
HacTpolku Opay3epa u ynaiu Cookies;

[Tepuoanuecku mMpoBepsii, KaKKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBait cBoii HOMEp MOOWJIBHOTO Telie(hoHa TOJIBKO JIFOASIM, KOTOPHIX ThI 3HACHIb U
KOMY JTOBEPSCIIb;

Bluetooth momkeH ObITH BBIKIIOYCH, KOTJAa Thl MM HE MoJb3yelibcs. He 3a0biBail
WHOTJa MIPOBEPATH ITO.

Online urpui

CoBpeMEHHbBIE OHJIAWH-UTPBl - 3TO KpacO4yHbIE, 3aXBaTHIBAIOLIUE pPAa3BICYCHUS,
00BETUHSIOINE COTHH THICSY YEJIOBEK 110 BceMy MHpPY. Irpoku uccineayroT TaHHBIH UM MUD,
O0IIalTCs APYr € JAPYroM, BBIIOJHSIOT 33JaHUs, CPAKAIOTCS C MOHCTPAaMHU M IOJIYy4YaroT
ONbIT. 3a YAOBOJBCTBHE OHHU IUIATAT: MOKYHNAIOT JAMCK, OIUIAYMBAIOT AOOHEMEHT WU
IpUOOPETAIOT KaKue-TO OMIIHH.

Bce st cpeactBa uayT Ha MoAJEp)KaHWE M pPa3BUTHE WIPHI, a TAaKKe Ha caMmy
0€30IaCHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPH3allUM, BBIMTYCKAIOTCS HOBBIE IAT4U
(uMdpoBkIe 3amIaTKy AJi IPOrpaMM), 3aKpbIBAtOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOUT oracaTbcs HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisl, HA KOTOPOM OCHOBaHAa CUCTEMA aBTOPU3ALMK OOJNBIIUHCTBA UID.

Ocnosnvle cosemvl no OE30NACHOCMU MBOE20 Uucpoe60oco akkaywma:

1. Ecnu apyroii urpok BeieT cedst IIoXo WM CO3JaeT TeOe HEMPUSTHOCTH, 3a0JI0KUPYH
€r0 B CIIMCKE UTPOKOB;
2. [Toxamyiics anMMHUCTpAaTopaM HWIpbl Ha IIOXO€ [OBEICHHE JTOr0 HIPOKa,

JKEJIaTeIbHO IIPUIIOKUTh KAaKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;
3 He ykaspiBaiil muunyto nH(popMalnio B podaiine urpsi;

4 YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopumanbHble MTaT4Yu U MOBL;

6 Hcnonp3yil CII0KHBIE U pa3HbIE ApOJIH;

7 Jaxe BO Bpems WIpbpl HE CTOWUT OTKJIKOYAaTh aHTUBHpYC. Iloka Tl urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUINUHT WA Kpaka JIMYHbIX JAHHbIX

OObIyHON Kpakel JeHer W JAOKYMEHTOB CEroAHs YK€ HMKOTO HE YIWBHIIb, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJIEHHUKH IIEPEMECTUIINCh B HWHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCS "TTIOOMMBIM" JTETTOM.
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Tak mosiBUJack HOBask yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (UILUHT, TJIaBHAs
[eNb  KOTOPOTO COCTOMUT B IOMYYEHUH KOH(MUACHIMAIBHBIX JAaHHBIX MOJb30BaTeNeH -
noruHoB ¥ maposiedd. Ha anrmuiickom sizeike phishing umraercs kak ¢ummnar (ot fishing -
pBIOHAS JTOBJIsL, PASSWOrd - mapoib).

OcHosHble cogembl no bopvoe ¢ huuneom:

1. Cnemu 3a CBOMM aKKayHTOM. Ecim ThI ToI03peBaciib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HE0OXOIUMO 3a0JOKHPOBATH €€ U COOOLIUTH aIMHUHUCTpATOpaM pecypca o0
3TOM KaK MOXHO CKOpece;

2. Hcnonp3yii 6e3omacHbie B€O-CalThI, B TOM YUCIIE, HHTCPHET-Mara3uHOB U TTOMCKOBBIX
CHCTEM;

Ucnons3yit cioxHbie W pasHble mapoiu. Takum o0pa3om, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIJICHHUKU TOJIy4aT JOCTYIl TO/MIbKO K OAHOMY TBOEMy Npoouto B CETU, @ HE KO
BCEM;

3. Ecmu 1ebs B3jOMaid, TO HEOOXOIUMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIC 100ABJICHBI y T€Os B IPY3bsiX, O TOM, YTO TeOs B3JIIOMAIU M, BO3MOXHO, OT TBOETO
UMEHH OY/IeT pacchUIaThCs CIIaM M CChUIKU Ha (DUIIIMHTOBBIC CAMTHI,

4. YcranoBu HagexHblid naposib (PIN) Ha MOOMITBHBIH TesteoH;

5. OTKIJIFOUM COXpaHEHHUE MapoJisi B Opaysepe;

He otkpbiBaii Qaiiibl U Ipyrue BIOKEHHS B MUCbMaX, JaKe €CIU OHU MPHIUIM OT TBOMX
npys3eit. Jlydine yTouHU y HUX, OTHPABJISUIN JIK OHU TeOe AT (paiiibl.

udposas penyrauus

[Mudposast penyranus - ’TO HEraTUBHASI UM TIO3UTUBHAsI HHQOpPMaIHs B CETH O TeOe.
Komnpomerupyromas HHpopManus, pa3MelleHHas B MHTEPHETE, MOKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xu3HU. "Lludposas penyrauus" - 3T0 TBOM UMHIK, KOTOPBII
¢dopmupyercs U3 uHGopMauu o Tede B UHTEpHETE.

TBoe MecTo >KHUTENIbCTBA, y4ueObl, TBOE (PHMHAHCOBOE TOJOXKEHHE, OCOOCHHOCTH
XapakTepa M pacckasbl 0 OJM3KUX - BCE ITO HAKAIJIMBAEeTCs B CETH.

MHorue noApoCTKH JIESTKOMBICIEHHO OTHOCSATCS K MyOJIMKallMK JIMYHON HH(pOpMalun
B MlHTEepHeTe, HE MOHKMMAas BO3MOXKHBIX MOCIEICTBUH. Thl Ja)ke HE CMOXKeEIIb J10rafaThecs O
TOM, 4TO (oTorpadus, pa3mMeIrieHHas 5 JeT Ha3aj, cTaja IPUYUHOM OTKa3a MPUHATH TeOs Ha
pabory.

KommenTapuu, pasmerienue TBoux (oTtorpaduii u apyrue JeHCTBHS MOTYT He
MCYE3HYTh JaXke IOClie TOro, Kak Thl HUX YyJaluilb. Thl HE 3Haellb, KTO COXpaHWI 3Ty
nH(OpMaItIo, NoMaia J1 OHa B IIOMCKOBBIE CUCTEMBI M COXPaHHUJIACh JIU OHA, a IJIABHOE: YTO
MOAYMAIOT 0 TeOe OKpYy:Karollue J01, KOTOpble HalayT u yBUIAT 3T0. Haittu nundopmariuio
MHOTO JIET CIYCTS CMOXET JII00OM - Kak W3 JMOOpbIX MOOYXAEHUH, TaKk M C HaMepeHUEeM
MPUYHUHUTE Bpell. ITO MOXKET OBITH KTO YTOAHO.

OcHosHble cogembl no 3auume Yyupposoi penymayuu.

1. [Tomymaii, mpexke 4em uTo-TO MyOJIMKOBAaTh WU TEepenaBaTh y ceOs B Oiore Wid B
COITMAJILHOM CETH,
2. B nacrpoiikax mpoduis yCTaHOBH OTpaHUYESHHsI HAa IPOCMOTP TBOETO MPO(UIIS U ero

COACPIKUMOTO, CAETal €ro TOJIbKO "Iyis apy3en”;
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3. He pa3memaii u He yka3piBail HH()OpPMAINIO, KOTOPas MOXKET KOTro-TM00 OCKOpOIATH
WM OOMKaTh.

ABTOpPCKOE NPABO

CoBpeMeHHbIE IIKOJIbHUKM - AKTUBHBIE I10JIb30BAaTENU LU(PPOBOro IMPOCTPAHCTBA.
OnHako Janeko He BCE 3HAIOT, YTO MOJb30BAHWE MHOTUMH BO3MOXKHOCTSIMH IIU(PPOBOTO
Mupa TpedyeT coOII0IeHus NIpaB Ha UHTEJUIEKTYaIbHYI COOCTBEHHOCTb.

TepMuH "MHTENIEKTyaabHasi COOCTBEHHOCTH'' OTHOCUTCS K Pa3jIUYHBIM TBOPEHUSIM
YeJOBEYECKOI0 yMa, HAuuWHasi C HOBBIX H300peTeHUMH M 3HAKOB, 00O03HAYAIOIIMX
COOCTBEHHOCTh Ha NPOAYKTHI M YCIYrH, W 3aKaH4YuWBas KHUramu, (oTorpadusimu,
KMHO(QUIBMaMU U MY3bIKaJIbHIMU IPOU3BEIEHUSAMHU.

ABTOpCKME TIpaBa - OTO TMpaBa Ha WHTEUICKTYyaIbHYI0 COOCTBEHHOCTh Ha
[IPOU3BEACHUSl HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHME IpaBa BBICTYNAIOT B KaYeCTBE
TapaHTHH TOTO, YTO WHTEJUICKTYaJbHbBIH/TBOPUECKUI Tpyd aBTOpa HE OyAeT HaIpacHBIM,
JlacT eMy CIIpaBeIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yabTaTax CBOEro Tpyna, HOJIyYUTh
W3BECTHOCTh M Npu3HaHue. Hukro 0e3 pasperieHus aBTopa HE MOXKET BOCIHPOU3BOJIUTH €0
IIPOU3BECHUE, PACIIPOCTPAHATh, NYOJINYHO JEMOHCTPUPOBATh, MPOJIaBaTh, UMIIOPTUPOBATD,
MyCKaTh B MPOKAT, ITYOJUYHO MCIIOJIHSATH, IIOKA3bIBATH/UCIIOMHATH B 3(hUpe WM pa3Meniarh B
HuTepHere.

Hcnonp3oBanue '"muparckoro" MpOrpaMMHOIO OOECIEUEHHs] MOXKET MPUBECTU K
MHOTMM pHUCKaM: OT I[OTE€pPH JaHHBIX K TBOMM AaKKayHTaM [0 OJOKHMPOBKH TBOEIO
YCTPOMCTBA, TJ€ yCTAaHOBJICHA HeJeranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO
CYIIECTBYIOT JIeTaJIbHble U OeCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBu4oK.pp - TBOW TJIABHBIA COBETUYMK B CETHU. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUU KPUTHUECKOM
CUTYyaIlMu OOPaTUTHCS 32 COBETOM. A Tak)Ke MPUHATH Y4acTHE B KOHKYpPCAaX U CTaTh CaMbIM
U (POBBIM TPaKTaHUHOM !
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